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Abstract:  

 

This study aims to discuss the current and future functions and issues of Information Technology 

(IT) within the emerging environment, with emphasis on the application in healthcare, education, 

and business. In the present analysis, the paper presents progress and steady issues, including 

cybersecurity threats and digital divide, while stressing further evolution in learning and training 

contexts. As a quantitative research study, self-administered Likert scale questionnaires were used 

to obtain primary data from professional personnel across various industries, and the data obtained 

were analyzed using SPSS to develop empirical conclusions about patterns and relationships 

between IT perception and selected demographic characteristics. The findings suggest that IT has 

only a moderate positive effect on organizational productivity and decision making but only a few 

sub-sectors perceive IT as useful. New challenges, such as cybersecurity considerations and rapidly 

evolving technology, arise as factors that do not have a positive correlation with productivity but 

require special approaches. The discussion section for the proposal calls for the development of an 

IT plan for each sector to address the issues and maximize the impact of Information technology in 

the practices of the business world. This research helps to reveal the scope of IT in the 

contemporary organization and underline the necessity of effective management to enhance the 

opportunities and minimize the threats of IT exploitation.  

Keywords: IT adoption, cybersecurity, job displacement, digital transformation, data privacy. 

 

Introduction  

It plays a significant role in the contemporary world as a leading tool in practically every enterprise, 

organization, and population. Over the recent past, IT has revolutionized many sectors, including 

the healthcare, education, finance, and manufacturing sectors, boosting efficiency, innovation, and 

global integration. The digital age can be highlighted as an era of broad adoption of internet-related 

technologies and smart devices that make it possible to exchange data and automate various 

processes globally, thus promoting further development of the global economy (Almeida et al., 
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2020). Significant opportunities lie in the IT field, but steep challenges accompany them. Some of 

the challenges include cybersecurity risks, data protection issues, and digital inequality, to mention 

but a few. Second, due to the high rate of technological advancements, educational initiatives must 

constantly update and enhance learners' skills in response to emerging trends such as AI, big data, 

and cloud services in various industries (Borges et al., 2021). These challenges reveal the need for 

efforts to examine how IT affects different segments and its impact on society. This article critically 

discusses the risks and possibilities inherent in the innovative use of IT in the modern world of 

work. Given that this research employs a quantitative research design and relies on primary data 

obtained through the Likert scale questionnaires, this paper aims to offer an appropriate 

understanding of how IT is transforming industries in the contemporary world (Collins & 

Halverson, 2018). The article covers cybersecurity, changing workforce, and interconnectivity to 

guide policymakers, business people, and technological workers. 

Literature Review  

Information Technology (IT) has been known to have the potential to revolutionize several sectors, 

such as business, education, health, and the government. Many works have investigated the effects 

of IT on operational improvement, innovation, and differentiation. For instance, He et al. (2021) 

suggest that IT has brought significant changes by encouraging process automation, evidence-based 

decisions, and communication across borders. For instance, Chui, Manyika, and Miremadi reveal 

that emerging technologies such as artificial intelligence and machine learning alter business 

models by providing an avenue through which firms can optimize processes and improve 

communication with consumers. In education, IT is transforming learning by supporting distance 

education, digital classrooms, and data analytics supporting individualized learning approaches 

(Delaney et al., 2022). 

On the other hand, IT is increasing patient care outcomes in healthcare through telemedicine, EHRs, 

and diagnostic equipment, as explained (Rawas, 2024). While touching upon the IT theme, 

researchers also focus on the numerous persisting problems. There are many issues, mainly 

cybersecurity, and a need to keep it safe from increasing threats. Nambisan et al. (2019) that are 

possible in the current world of cyber-attacks, data breaches, ransomware that affects business 

operations and substantial monetary losses. Other issues raised include privacy, which has been put 

forward, particularly regarding collecting, processing, and using personally identifiable information 

(Salganik, 2019). Tallon et al. (2019) focus on individual records and patient privacy when 

discussing cyber dangers in healthcare. The two essential threats include the rate at which 

technology is growing in the market. Davenport and Kirby (2015) think that since changes in IT are 

continuous, training and skill updating become a requisite for compelling organizations together 

with the workers. Specifically, the fast pacing of AI and automation integration means that specific 

tasks will be automated, thus resulting in job losses and its implications for instability in the 

economy Tallon et al. (2019). It also generates new employment, particularly in the finance, 

software engineering, security, and data analytics industries. Despite the availability of research and 

theories to explain the relative advantages and disadvantages of IT, there are still some key issues 

that still need to be fully discussed in the literature. One such gap has been identified: the limited 

information regarding how these challenges and opportunities differ by industry and geographical 

location (Fraillon et al., 2020) despite a proliferation of literature detailing the relationship between 

IT and firms or developed economies. While this research advocates for the use of IT, more 

research needs to be done to examine the viability of such technologies in the future, including how 

sustainable they are and the social implications and responsibilities associated with AI and data 

analytics. This article seeks to fill these gaps through a quantitative study of the prospects and 

difficulties of IT for various industries, business scale, and emerging economies. As this study will 
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gather primary data with the help of a Likert scale survey and analyze the data with the SPSS tool, it 

will determine the exact role of IT in the present digital world. 

Methodology 

Quantitative research seeks to determine the challenges and potential of IT in the digital 

environment. It was adopted because it uses numbers, making the study more focused and less 

empirical. The study can assess the participants' understanding of IT-related issues and development 

possibilities in various sectors (Zhang & Chen, 2024). This type of research enables one to 

determine the patterns, prevalence, and relations of the variables, forming a good base for making 

conclusions. 

Data Collection 

The structured Questionnaire used for the present study was constructed based on the Likert scale 

which is considered one of the most widely used scale for capturing the attitude and perception of 

the respondents. The participants of the research were the professionals of the business and health 

care, education and IT fields and they completed the questionnaire. The specific statements 

provided to the participants included the existing view on IT and participants’ attitude towards the 

strength and challenges that might be encountered while promoting the growth of IT, cybersecurity 

concerns, and the role of digital transformation in relation to the growth of IT employment 

opportunities. The Likert scale was enough for using in this study because it quantitatively showed 

the degree of the participants’ response (Xu et al., 2018). These include perceived benefits, which 

include the following: Some benefits associated with it include the enhancing of productivity, 

communication and decision making amongst others. Potential threats consist of security threats, 

threats to jobs, and a fourth that the technological split (the digital divide). This data collection 

technique is also useful in a way to maintain a divergent view of IT. It explains the fact that 

structure of activity determines what people in it perceive as information technology. 

Data Analysis 

The SPSS was used in the processing of the responses to determine the implied gist of the results. 

The use of SPSS enables quantification and determination of trustworthy results from large datasets 

while being a useful software that provides several statistical models for analyzing Likert-scale 

data. The responses were analyzed qualitatively using descriptive statistics, which include mean and 

standard deviation. The significance tests, including correlation and regression analysis, were used 

to test hypotheses and determine relationships between different variables of concern, including 

perceived IT challenges and industry-type factors. Using SPSS also helps minimize the risk of 

inaccurate conclusions since it analyzes the data and identifies statistically significant or relevant 

patterns. 

Result 

Descriptive Statistics 

The collected dataset includes the answers from 270 participants; 38% of them are male, and 62% 

are female; 54% of participants are in the age range of 25-39 years, 27% are in the age range of 40-

54 years, and 19% are in the age range of 55 and older. The age group distribution is between 1, 

representing 18-25 years, and 4, representing 46 years and above, with a mean of 2. 49, which 

suggests a relatively young population. The gender is also fairly divided with categories ranging 

from 1 being male to 3 being other; the mean is near 2, indicating slight female dominance. 

Table 1: Descriptive Statistics 

Descriptive Statistics 

 N Minimum Maximum Mean Std. Deviation 
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Age Group 270 1 4 2.49 1.127 

Gender 270 1 3 2.01 .802 

Sector 270 1 5 2.97 1.444 

Job Role 270 1 5 2.90 1.428 

Years of Experience 270 1 4 2.42 1.094 

It has improved communication and 

collaboration within my organization. 
270 1 5 2.91 1.398 

The adoption of IT has led to increased 

productivity in my industry. 
270 1 5 3.16 1.414 

It has made decision-making more data-driven 

and efficient. 
270 1 5 3.02 1.394 

It has created new opportunities for innovation 

and business growth. 
270 1 5 3.00 1.346 

The use of advanced technologies (e.g., AI, 

automation) has provided a competitive 

advantage for my organization. 

270 1 5 2.89 1.415 

Cybersecurity threats have become a significant 

concern in my organization due to IT 

advancements. 

270 1 5 2.87 1.423 

There is a lack of adequate training for 

employees to keep up with the rapid changes in 

IT. 

270 1 5 3.06 1.378 

The adoption of IT has created job displacement 

concerns within my industry. 
270 1 5 3.00 1.422 

The digital divide is a significant issue that 

hinders equal access to IT resources in my 

sector. 

270 1 5 2.94 1.385 

It poses ethical challenges, particularly 

concerning data privacy and AI-driven decisions. 
270 1 5 3.17 1.415 

The benefits of IT outweigh its challenges in my 

industry. 
270 1 5 3.07 1.454 

My organization has implemented effective 

strategies to address the challenges posed by IT 

advancements. 

270 1 5 2.94 1.438 

IT will continue to provide more opportunities 

than challenges in the future. 
270 1 5 3.07 1.418 

Valid N (listwise) 270     

 

The sectors range from 1 (Business) to 5 (Other) and the mean of all the sectors is 2. 97, which 

indicates that the participants belong to a variety of industries, while having a relatively lower focus 

on sectors except for business and IT. Another type of diversity is job roles and they also vary from 

1=Manager to 5=Other with the mean value slightly above 3 meaning that there is a fair distribution 

of people in different job roles. . The responses concerning IT perceptions including; 

communication (mean = 2. 91), productivity (mean = 3. 16) and decision making (mean = 3. 02) 

reveal a moderately positive attitude towards IT impact. The two areas that are apparent with some 

concern are cybersecurity (mean = 2. 87) and job displacement (mean = 3. 00), where IT is seen 

with some skepticism. The variation in these variables has a moderate standard deviation, which 

indicates variations in the level of agreement or experience among the participants due to their 

industry type and experience with IT in their workplace. Such variability only underscores the 

multifaceted and diverse aspects of IT in various fields of professional activity (Almeida et al., 

2020). 
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Figure 1: Age Bar chart 

The bar chart illustrates the distribution of survey respondents across four age groups: The age 

groups to which the products will be targeted are teenagers, young adults, middle-aged people, and 

older adults, that is, the 18-25, 26-35, 36-45 and 46 and above. The counts are balanced across the 

age groups, and the age groups are fairly represented in the survey. Such uniformity indicates that 

the data collected includes diverse age groups, which may enable the evaluation of the different age 

brackets' perception and management of IT in their work settings. 

Correlation Analysis 

While analyzing the 270 participants' collected dataset, Pearson's correlation was used to establish a 

correlation between different perceptions of IT and demographic variables. Although most were not 

very strong, the results presented several significant relationships suggesting a combined and 

intricate relationship between perceptions and demographic variables. 

Table 2: Correlations Analysis 
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Correlations 

 

It has 

created 

new 

opportuniti

es for 

innovation 

and 

business 

growth. 

The use of 

advanced 

technologi

es (e.g., 

AI, 

automatio

n) has 

provided a 

competitiv

e 

advantage 

for my 

organizati

on. 

Cybersecuri

ty threats 

have 

become a 

significant 

concern in 

my 

organization 

due to IT 

advancemen

ts. 

There is 

a lack of 

adequate 

training 

for 

employe

es to 

keep up 

with the 

rapid 

changes 

in IT. 

The 

adoption 

of IT has 

created job 

displaceme

nt 

concerns 

within my 

industry. 

The 

digital 

divide is 

a 

significa

nt issue 

that 

hinders 

equal 

access to 

IT 

resource

s in my 

sector. 

It poses 

ethical 

challenge

s, 

particular

ly 

concernin

g data 

privacy 

and AI-

driven 

decisions

. 

The 

benefits 

of IT 

outweig

h its 

challeng

es in my 

industry. 

My 

organization 

has 

implemente

d effective 

strategies to 

address the 

challenges 

posed by IT 

advancemen

ts. 

IT will 

continue to 

provide 

more 

opportuniti

es than 

challenges 

in the 

future. 

It has 

created new 

opportunitie

s for 

innovation 

and 

business 

growth. 

Pearson 

Correlati

on 

1 .049 .046 .050 -.093 -.092 -.041 -.036 -.010 -.023 

Sig. (2-

tailed) 
 .426 .448 .411 .126 .132 .506 .556 .874 .704 

N 270 270 270 270 270 270 270 270 270 270 

The use of 

advanced 

technologies 

(e.g., AI, 

automation) 

has 

provided a 

competitive 

advantage 

for my 

organization

. 

Pearson 

Correlati

on 

.049 1 .039 -.136* -.059 -.064 .023 .042 .028 .010 

Sig. (2-

tailed) 
.426  .524 .026 .333 .296 .711 .497 .647 .874 

N 270 270 270 270 270 270 270 270 270 270 

Cybersecuri

ty threats 

have 

become a 

significant 

concern in 

my 

organization 

due to IT 

advancemen

ts. 

Pearson 

Correlati

on 

.046 .039 1 .004 -.086 .025 -.037 -.012 .002 -.080 

Sig. (2-

tailed) 
.448 .524  .949 .157 .687 .548 .845 .975 .190 

N 270 270 270 270 270 270 270 270 270 270 

There is a 

lack of 

adequate 

training for 

employees 

to keep up 

with the 

rapid 

changes in 

IT. 

Pearson 

Correlati

on 

.050 -.136* .004 1 .009 -.014 -.026 -.004 .043 -.054 

Sig. (2-

tailed) 
.411 .026 .949  .877 .821 .667 .950 .482 .380 

N 270 270 270 270 270 270 270 270 270 270 

The 

adoption of 

IT has 

created job 

displacemen

t concerns 

within my 

industry. 

Pearson 

Correlati

on 

-.093 -.059 -.086 .009 1 .013 .015 .038 .022 .037 

Sig. (2-

tailed) 
.126 .333 .157 .877  .829 .809 .537 .721 .546 

N 270 270 270 270 270 270 270 270 270 270 

The digital 

divide is a 

significant 

issue that 

hinders 

equal access 

to IT 

resources in 

my sector. 

Pearson 

Correlati

on 

-.092 -.064 .025 -.014 .013 1 .030 .015 .012 -.087 

Sig. (2-

tailed) 
.132 .296 .687 .821 .829  .628 .809 .851 .155 

N 270 270 270 270 270 270 270 270 270 270 

It poses 

ethical 

challenges, 

particularly 

concerning 

data privacy 

and AI-

driven 

decisions. 

Pearson 

Correlati

on 

-.041 .023 -.037 -.026 .015 .030 1 -.089 -.001 -.108 

Sig. (2-

tailed) 
.506 .711 .548 .667 .809 .628  .146 .991 .075 

N 270 270 270 270 270 270 270 270 270 270 

The benefits 

of IT 

outweigh its 

Pearson 

Correlati

on 

-.036 .042 -.012 -.004 .038 .015 -.089 1 .018 .005 
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challenges 

in my 

industry. 

Sig. (2-

tailed) 
.556 .497 .845 .950 .537 .809 .146  .771 .937 

N 270 270 270 270 270 270 270 270 270 270 

My 

organization 

has 

implemente

d effective 

strategies to 

address the 

challenges 

posed by IT 

advancemen

ts. 

Pearson 

Correlati

on 

-.010 .028 .002 .043 .022 .012 -.001 .018 1 .011 

Sig. (2-

tailed) 
.874 .647 .975 .482 .721 .851 .991 .771  .855 

N 270 270 270 270 270 270 270 270 270 270 

IT will 

continue to 

provide 

more 

opportunitie

s than 

challenges 

in the 

future. 

Pearson 

Correlati

on 

-.023 .010 -.080 -.054 .037 -.087 -.108 .005 .011 1 

Sig. (2-

tailed) 
.704 .874 .190 .380 .546 .155 .075 .937 .855  

N 270 270 270 270 270 270 270 270 270 270 

*. Correlation is significant at the 0.05 level (2-tailed). 

 

A moderate negative relationship was found between the sector and the belief that IT has enhanced 

the flow of communication and cooperation in organizations (r = -0.134, p = 0.028). This implies 

that people from some industries may feel that they receive less positive change concerning 

communication because of IT than others. Another significant correlation was found between the 

sector and the perception that IT has made decision-making more data-driven and efficient (r = -

0.138, p = 0.023), indicating similar sector-based disparities in the perceived effectiveness of IT in 

enhancing decision-making processes. There was a negative correlation between the use of 

advanced technologies and the perceived adequacy of training (r = -0.136, p = 0.026). This could 

mean that as organizations continue to embrace higher levels of technology, such as AI and 

automation, there is the perception that there needs to be more training to meet the growth in 

technology. These findings highlight the nuanced impacts of IT across different sectors and 

underscore the importance of targeted strategies to address specific challenges, such as improving 

communication and decision-making processes through IT and ensuring adequate training in the 

face of rapid technological advancements. Further investigation into these correlations can help 

better tailor IT policies and training programs to meet the needs of various sectors and job roles 

(Collins & Halverson, 2018). 

Regression Analysis 

Table 3: Model Summary 

Model Summary 

Mode

l 
R 

R 

Square 

Adjusted R 

Square 

Std. Error of 

the Estimate 

1 .011a .000 -.007 1.419 

a. Predictors: (Constant), The adoption of IT has created 

job displacement concerns within my industry., 

Cybersecurity threats have become a significant concern 

in my organization due to IT advancements. 
 

The R-squared value of 0.000 indicates that the model explains none of the variability in the 

perceived productivity improvements from IT. This meager value suggests that other unexamined 

factors significantly influence perceptions of productivity due to IT advancements. The Adjusted 

R-square value being negative (-0.007) further underscores the model's lack of fit, suggesting that 

the model performs worse than a simple mean model and that the predictors used are unsuitable for 

explaining the dependent variable. 
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Table 4: ANOVA 

ANOVAa 

Model 
Sum of 

Squares 
df 

Mean 

Square 
F Sig. 

1 

Regression .066 2 .033 .016 .984b 

Residual 537.400 267 2.013   

Total 537.467 269    

a. Dependent Variable: The adoption of IT has led to increased productivity in 

my industry. 

b. Predictors: (Constant), The adoption of IT has created job displacement 

concerns within my industry., Cybersecurity threats have become a significant 

concern in my organization due to IT advancements. 

 

The ANOVA results show a very high p-value (0.984), which is significantly above the 

conventional alpha level of 0.05. This indicates that the regression model as a whole fails to provide 

a statistically significant fit to the data. There is no evidence from this model to suggest that 

cybersecurity threats and job displacement concerns statistically impact perceived productivity 

improvements. 

Table 5: Coefficients 

Coefficients 

Model Unstandardized 

Coefficients 

Standardized 

Coefficients 

t Sig. 

B Std. Error Beta 

1 (Constant) 3.123 .278  11.236 .000 

Cybersecurity threats 

have become a 

significant concern in 

my organization due to 

IT advancements. 

-6.879E-5 .061 .000 -.001 .999 

The adoption of IT has 

created job 

displacement concerns 

within my industry. 

.011 .061 .011 .181 .857 

a. Dependent Variable: The adoption of IT has led to increased productivity in my industry. 

 

The coefficients for cybersecurity threats and job displacement concerns are statistically 

insignificant, with p-values exceeding the typical significance thresholds. The coefficient for 

cybersecurity threats is estimated to be very low implying that there is little or no relationship with 

the perceived increase in productivity. The coefficient for job displacement concerns is a little 

higher than for retention, but still practically equal to zero indicating that it has no significant 

influence on perceptions of enhanced productivity. 

Discussion 

The study with 270 participants provides useful recommendations for increasing the importance of 

IT for improving organizational productivity as well as highlights critical issues, including cyber 

security and job loses. In the light of the information, themselves, it illustrates a range of opinions in 

regarding to IT in terms of enhancement of communication, augmentation of the productivity and 

the impact on decision-making processes. These slight positive deviations from the mid-point of the 
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scale suggest a relatively moderate but positive attitude towards the capabilities of IT within 

organisations. The fairly high ranges of standard deviations suggest the heterogeneity in 

experiences, which may have been attributed to the differences in sectors, job responsibilities, and 

social contacts with IT technologies (Fraillon et al., 2020). The correlation analysis sheds light on 

specific trends, revealing a slight negative correlation between sector affiliations and perceptions of 

enhanced communication (-0.134) and data-driven decision-making (-0.138). This suggests that IT 

perceptions significantly fluctuate across different industries. 

The weak correlations between concerns about cybersecurity, job displacement, and perceived 

productivity enhancements (respectively -0.001 and 0.011) suggest that these issues, while 

prevalent, are not perceived as directly impacting productivity. The regression analysis provides 

pivotal insights; an R-squared value close to zero indicates that the model incorporating 

cybersecurity and job displacement concerns poorly explains any variance in perceived productivity 

improvements (He et al., 2021). This is evidenced by the findings of ANOVA, which indicate that 

these predictors do not correlate with productivity perceptions, as shown by a high p-value (0. 984). 

The coefficients also support the lack of effects of cybersecurity and job displacement concerns on 

productivity perceptions. They suggest that although these are important in organizational settings, 

they do not necessarily reduce productivity perceptions – perhaps because of organizational 

measures or defenses. These findings suggest that there is need for organizations to adopt IT 

strategies that will suit the respective sectors’ needs and challenges. This can be done by escalating 

communication in relation to IT tasks, or modifying the initiatives to address particular sector 

concerns that give rise to negative attitudes. Cyber security and job displacement are quite different 

issues and do not can not be closely associated with productivity, perceptions, they are still 

fundamental issues that need effective strategies and active communication to avoid exacerbating 

them and becoming even more significant challengesFuture research should extend these variables 

with factors like the nature of the IT schemes, the atmosphere of the association and the economic 

condition to increase the comprehension of the IT perception variables. Last but not the least, IT 

remains a competitively valuable resource through which elements can fundamentally transform 

productivity in various fields if only the implementation of such changes is properly managed and 

governed (Xu et al., 2018). 

Conclusion 

IT opinion, which can be identified among the survey respondents, varies depending on the age, the 

sector of work, and the position of the workers and therefore reflects a multifaceted perspective on 

IT in the modern workplace. While IT advances have created such issues as cyber security threats 

and job losses, concerns of increased productivity within organizations have little impact on these 

issues (Zhang & Chen, 2024). This implies that, while issues hinder the general perception of IT, 

the overall view is still positive, with most organizations viewing it as a tool that improves business 

functioning and planning. According to the information provided in the study, general IT-related 

concerns are significant. They do not significantly erase the optimism of the likely benefits, which 

means that the likely gains of IT integration outdo the probable costs. It is recommended that 

organizations ensure that the message they pass out is tailored for distinct demographic segments 

and sectors in a bid to reduce worry and misunderstanding about IT. There is a dire need to continue 

educating students on technological changes that are time-sensitive and in areas such as new 

technologies, cybersecurity, and ethical use of IT. The gaps in perception indicate that it is 

necessary to develop specific IT policies to help solve the problems characteristic of a specific 

sector and increase productivity. Future studies should take variables such as organizational culture 

and external economic environment into account in order to achieve a better understanding of the 

strategic use of IT. If handled properly, the areas as depicted above will assist the organizations to 
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gain a better understanding of the IT plans and hence tackle the perceived problems and or seek to 

improve the value of IT. 
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