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 Abstract:  

 

Abstract. This paper investigates Genetic Algorithm (GA)–driven hyperparameter 

optimization for one-dimensional Convolutional Neural Networks (1D-CNNs) in network intrusion 

detection systems (NIDS). Building on prior evidence that evolutionary search markedly improves 

deep models for NIDS, we optimize nine key hyperparameters (filters, kernel size, pooling size, 

dense depth/width, dropout, learning rate, batch size, and epochs) and train/evaluate on UNSW- 

NB15, CIC-IDS2017, and NSL-KDD using standard metrics: accuracy, loss, precision, recall, and 

F1-score. Our GA framework encodes hyperparameters as chromosomes and evolves candidates 

via selection, crossover, and mutation to maximize validation performance. Experiments show that 

GA-tuned 1D-CNNs consistently outperform non-optimized baselines across datasets; on UNSW- 

NB15, for example, GA attains ~99.31% accuracy, aligning with the best reported performance for 

GA-optimized 1D-CNNs. Results highlight that GA delivers robust gains with practical compute 

budgets while preserving strong precision-recall trade-offs, and that effectiveness can vary by 

dataset characteristics. Overall, GA-based hyperparameter optimization offers a simple, 

reproducible path to higher accuracy and reliability in deep learning–based NIDS, advancing the 

development of adaptable intrusion-detection solutions for evolving cyber threats. 
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As networked services proliferate, cyberattacks have grown in volume and sophistication, making the protection of 

digital assets a central concern for organizations and individuals. Network intrusion detection systems (NIDSs) are 

deployed to monitor traffic and identify malicious activity in real time, yet traditional rule- and signature-based approaches 

struggle to keep pace with novel or evolving threats. Deep learning, and in particular one-dimensional convolutional 

neural networks (1D-CNNs), has shown strong promise for learning discriminative patterns from sequential network-flow 

features [1]. However, the performance of a 1D-CNN-based NIDS depends critically on hyperparameters such as the 

number of filters, kernel and pooling sizes, depth and width of dense layers, dropout rate, learning rate, batch size, and 

training epochs. Manual tuning of these choices is labor-intensive, dataset-dependent, and prone to suboptimal 

configurations. To address this challenge, this paper focuses on the Genetic Algorithm (GA) as an evolutionary search 

method for hyperparameter optimization. GA’s selection, crossover, and mutation operators provide an adaptive balance 

between exploration and exploitation, offering a practical route to discover performant configurations for 1D-CNN 

intrusion detectors while reducing human effort and trial-and-error [2]. 

The aim of this study is to develop and evaluate a GA-driven framework that automatically optimizes the 

hyperparameters of a 1D-CNN for network intrusion detection across widely used benchmarks [3]. We investigate 

whether GA can consistently enhance accuracy and related detection metrics by navigating the high-dimensional 

configuration space more efficiently than manual or naive search. The study contributes an end-to-end, reproducible 

optimization pipeline that encodes nine key hyperparameters and evolves candidate solutions to maximize validation 

performance; a comprehensive empirical assessment on UNSW-NB15, CIC-IDS2017, and NSL-KDD demonstrating 

improvements over non-optimized baselines; and an analysis of GA behavior that clarifies practical settings for population 

size, crossover and mutation rates, and early stopping to balance compute cost with accuracy. Beyond raw performance 

gains, the framework is designed to be adaptable to other deep architectures and operational contexts, reducing the time 

and expertise required to deploy reliable, up-to-date NIDS models in practice [4]. 

The remainder of the paper proceeds as follows. Section 2 reviews related work on deep learning–based intrusion 

detection and hyperparameter optimization methods, positioning our approach in the literature. Section 3 details the 

proposed GA optimization framework, including the encoding of hyperparameters and the selection, crossover, mutation, 

and elitism strategies. Section 4 presents the 1D-CNN architecture, datasets, and preprocessing pipeline used in our 

experiments. Section 5 describes the experimental setup, evaluation metrics, and results obtained by the GA-optimized 

models. Section 6 discusses the findings, analyzes GA convergence and sensitivity, and reflects on implications for 

practical deployment. Section 7 concludes with a summary of contributions and outlines directions for future research. 

 

2. RELATED WORK 

Research on hyperparameter optimization for intrusion detection has evolved from manual, heuristic practices to 

principled search and metaheuristic methods. Early deep learning–based NIDS studies often relied on manual tuning or 

coarse grid/random search, approaches that are labor-intensive and prone to suboptimal configurations because the search 

space is large and dataset-specific [5]. The foundational problem is that 1D-CNN performance hinges on choices such as 

the number of filters, kernel and pooling sizes, dense-layer depth and width, dropout, learning rate, batch size, and epochs; 

these are not learned from data but fixed before training, so poor settings can hurt convergence and generalization. Prior 

work therefore framed hyperparameter selection as an optimization problem to be solved with data-driven search rather 

than intuition alone, motivating the move toward more efficient optimizers for CNN-based NIDS [6]. 

Randomized search improved coverage of high-dimensional spaces under fixed budgets by sampling configurations 

and selecting those that validated well, while successive-halving and bandit-inspired methods such as Hyperband 

allocated budget adaptively to promising candidates [7]. Bayesian optimization, including Tree-Structured Parzen 

Estimators, brought a model-based view that balances exploration and exploitation and handles conditional 

hyperparameters. Alongside these, neuroevolution and architecture search explored topology and weight spaces jointly to 

trade detection performance against model complexity [8]. Collectively, these strands established that principled search 

reliably outperforms manual tuning for NIDS hyperparameters and that the best method can be context dependent, varying 

with dataset characteristics and model capacity [9]. 

Within metaheuristics, Genetic Algorithms (GA) and Particle Swarm Optimization (PSO) have been especially 

influential due to their ability to navigate mixed discrete–continuous spaces and to maintain diversity while seeking high- 

fitness regions [10]. GA encodes hyperparameters as chromosomes and iteratively applies selection, crossover, and 

mutation, offering strong exploratory behavior that helps avoid premature convergence [11]. PSO represents 

configurations as particles updated toward personal and global bests, often yielding faster convergence on smooth fitness 

landscapes. In the specific context of 1D-CNN-based NIDS, both GA and PSO have been shown to produce substantial 

gains in accuracy, precision, recall, and F1 over non-optimized baselines across standard benchmarks such as UNSW- 

NB15, CIC-IDS2017, and NSL-KDD, underscoring the value of evolutionary optimization for this task [12]. 

1.  Introduction 
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The present paper builds on this trajectory but narrows the focus to a GA-centric optimization framework tailored to 

1D-CNN hyperparameters for NIDS [13]. By concentrating on GA’s evolutionary operators and their practical settings, 

and by evaluating across multiple benchmarks with standardized metrics (accuracy, loss, precision, recall, and F1), the 

study aims to clarify when and why GA is particularly effective and how its search dynamics can be tuned for robust 

performance with reasonable compute budgets [14]. In doing so, it complements comparative studies that include PSO 

by providing a detailed, single-method treatment of GA for IDS hyperparameter optimization while preserving 

comparability through the same datasets and evaluation criteria [15]. 

 

3. OPTIMIZATION OF 1D-CNN HYPERPARAMETERS 

A. Hyperparameters of 1D-CNNs 

Hyperparameter tuning, often referred to as hyperparameter optimization, is one of the most critical yet challenging 

stages in designing and training one-dimensional convolutional neural networks (1D-CNNs). Hyperparameters define the 

structure, learning behavior, and regularization of the model, directly influencing its detection accuracy, convergence rate, 

and generalization capability [16]. They govern key aspects such as how features are extracted, how fast learning occurs, 

and how well the model avoids overfitting. 

Unlike model parameters, which are learned during training, hyperparameters must be set manually before training 

begins. These include structural hyperparameters such as the number of convolutional filters, kernel size, pooling size, 

number of dense layers, and number of neurons; training-related hyperparameters like learning rate, batch size, and 

number of epochs; and regularization hyperparameters such as dropout rate. Each of these settings interacts with others 

in nonlinear ways—changing one can significantly affect the performance of the entire model [17]. 

Finding optimal hyperparameter combinations is therefore a complex search problem. Manual or trial-and-error 

tuning can be time-consuming and may fail to identify configurations that generalize well across datasets. Moreover, 

optimal settings vary depending on the dataset’s characteristics, such as size, feature distribution, and class imbalance. 

For these reasons, automated and intelligent optimization approaches are needed to improve model performance and 

efficiency in intrusion detection [18]. 

B. Optimization Method: Genetic Algorithm (GA) 

The Genetic Algorithm (GA) is an evolutionary computation technique inspired by the process of natural selection 

and genetic evolution. It is designed to efficiently search large and complex spaces by simulating biological processes 

such as reproduction, crossover, and mutation. In the context of 1D-CNN hyperparameter optimization, GA is particularly 

effective because it can explore both discrete and continuous parameter spaces while maintaining diversity among 

candidate solutions [19]. 

 
Figure 1. Operational procedure of GA 

In a GA-based optimization framework, each candidate solution—known as an individual—is represented as a 

chromosome that encodes a specific set of hyperparameters. The algorithm begins with an initial population of randomly 

generated individuals. During each generation, the following steps are performed: 
1. Initialization: A population of hyperparameter configurations is generated randomly within predefined bounds. 

2. Fitness Evaluation: Each individual’s performance is evaluated by training a 1D-CNN with its corresponding 

hyperparameters and measuring a fitness score, typically based on validation accuracy or F1-score. 

3. Selection: The best-performing individuals are selected as parents based on their fitness scores. Selection 

strategies such as tournament or roulette-wheel selection are often used to ensure that individuals with higher 

fitness have a greater chance of contributing to the next generation. 

4. Crossover: New offspring are produced by combining parts of parent chromosomes. This step allows the 

algorithm to exploit promising regions of the search space. 

5. Mutation: Random changes are introduced into some offspring to maintain diversity and avoid premature 

convergence. 
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6. Replacement: The least fit individuals in the population are replaced by the new offspring, ensuring that the 

population evolves toward better-performing solutions. 

7. Termination: The process continues until a stopping criterion is reached, such as a maximum number of 

generations or a convergence threshold. 

The GA optimization process strikes a balance between exploration and exploitation, allowing the search to cover a 

wide range of possible hyperparameter values while gradually refining the best-performing configurations. Figure 1 

illustrates the overall workflow of GA-based hyperparameter optimization for 1D-CNN models, where the evolutionary 

process iteratively refines the population until an optimal or near-optimal configuration is achieved [20]. 

By applying GA to tune critical hyperparameters—including filter size, kernel size, number of layers, learning rate, 

dropout rate, and batch size—the 1D-CNN achieves enhanced detection performance and improved generalization across 

network intrusion datasets. The adaptive and flexible nature of GA makes it a powerful approach for building optimized 

and reliable intrusion-detection systems capable of handling diverse and evolving cybersecurity challenges [21]. 

 

4. PROPOSED 1D-CNN-BASED NETWORK INTRUSION-DETECTION MODEL 

A. Overview of the 1D-CNN architecture 

The proposed 1D-CNN receives a one-dimensional sequence of preprocessed features and maps it to a binary decision 

indicating benign or attack traffic. The input layer expects data shaped as (𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒_𝑙𝑒𝑛𝑔𝑡ℎ, 1), reflecting a single 

feature channel over time. Feature extraction is performed by two successive 1D convolutional layers. Each layer applies 

a bank of learnable filters that slide along the sequence to compute local dot-products and emit feature maps; the number 

of filters and the kernel size are treated as tunable hyperparameters so the model can adjust both representational capacity 

and receptive-field length to the statistics of the dataset. After each convolution, a max-pooling layer downsamples the 

temporal dimension by retaining the maximum within non-overlapping windows. Pooling size is also optimized because 

it trades spatial resolution for invariance and affects the depth-wise signal-to-noise characteristics learned downstream. 
 

Figure 2. 1D-CNN Model for NIDSs 

The convolutional stack is followed by a flattening operation that reshapes the tensor of feature maps into a vector 

suitable for fully connected processing. One or more dense layers then perform high-level discrimination on the extracted 

features; both the number of dense layers and the number of neurons per dense layer are optimized to balance expressivity 

against overfitting. Each dense layer uses ReLU activations to introduce nonlinearity, while dropout is interleaved after 

dense layers to regularize training by randomly zeroing a fraction of activations, with the dropout rate itself optimized as 

part of the search. The final output layer employs a sigmoid activation to produce a probability for the positive class in 

the binary setting. In addition to structural choices, the learning rate, batch size, and number of training epochs are key 

training-procedure hyperparameters that strongly influence convergence behavior and generalization; these are included 

in the optimization so the model can adapt end-to-end to each dataset’s characteristics. 
B. Hyperparameter-optimization problem formulation 

We cast hyperparameter selection as a constrained optimization problem. Let 𝑥 = [𝑥1, … , 𝑥9] denote the vector of 

hyperparameters comprising number of convolutional filters (𝑥1), kernel size (𝑥2), pooling size (𝑥3), number of dense 

layers (𝑥4), number of neurons per dense layer (𝑥5), dropout rate (𝑥6), learning rate (𝑥7), batch size (𝑥8), and number 

of epochs (𝑥9). The objective is to maximize a fitness function 𝜙(𝑥) that measures validation performance (e.g., accuracy 

or F1-score when classes are imbalanced) under dataset-specific preprocessing and a fixed training/validation split. 

Formally, 
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𝑥\∗ = 𝑎𝑟𝑔 max 𝜙(𝑥) 
𝑥 

subject to the discrete and continuous bounds used in prior work on 1D-CNN-based IDS: 

𝑥1 ∈ {16, 32, 64, 128, 256}, 

𝑥2 ∈ {3, 5, 7, 9, 11}, 
2 < 𝑥3 < 6, 

1 < 𝑥4 < 5, 

𝑥5 ∈ {16, 32, 64, 128, 256}, 
0.1 < 𝑥6 < 0.5, 

10−5 < 𝑥7 < 10−2, 

𝑥8 ∈ {16, 32, 64, 128, 256}, and 

10 ≤ 𝑥9 ≤ 100. 

These ranges cover common practice for CNN capacity, receptive-field control, regularization, and training dynamics in 

IDS settings. Because the search space mixes discrete and continuous variables and exhibits nonconvex, multimodal 

structure, we approach it with a population-based evolutionary optimizer. 

C. Genetic Algorithm (GA) for hyperparameter optimization 

We employ a Genetic Algorithm to solve the optimization, representing each candidate configuration as a 

chromosome that encodes the nine hyperparameters within the stated bounds. The process begins with a randomly 

initialized population of configurations. For each generation, every individual is instantiated as a 1D-CNN with the 

encoded hyperparameters, trained on the training split with early-stopping safeguards, and scored on a held-out validation 

set to produce its fitness 𝜙(𝑥). Parent selection favors higher-fitness individuals while preserving diversity; crossover 

then recombines parental genes to form offspring that inherit complementary architectural and training traits; mutation 

injects small random perturbations to selected genes to maintain exploration and reduce the risk of premature convergence. 

The next generation is formed by replacing the least fit individuals with offspring, optionally retaining a small elite set of 

top performers unchanged to stabilize progress. The algorithm terminates after a fixed number of generations or when the 

best fitness plateaus, returning the highest-fitness configuration for final training and test evaluation. 

Algorithm 1: Optimizing 1D CNN hyperparameters for IDS using GA 

In practice, careful implementation details improve robustness and efficiency. Fitness is computed with a metric 

aligned to deployment goals (e.g., F1-score for imbalanced data), training uses consistent preprocessing and class 

balancing, and early stopping and capped epochs bound per-individual cost. Gene encodings ensure feasibility for discrete 

choices such as filter counts and kernel sizes, while continuous genes such as learning rate and dropout are clipped to 

their allowable intervals after crossover and mutation. This GA workflow operationalizes hyperparameter optimization 

for 1D-CNN-based IDS as a reproducible, end-to-end search over architecture and training settings, yielding 
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configurations that have been shown to substantially improve validation and test performance over non-optimized 

baselines on standard datasets. 
 

D. Data Preprocessing 

For this study, three widely used and diverse datasets have been selected to evaluate the performance of the proposed 

1D-CNN-based network intrusion detection system (NIDS). These datasets have been chosen for their variety in terms of 

attack types, complexity, and relevance to the field of network security. Each dataset provides a unique challenge and 

contributes to a comprehensive understanding of how well the hyperparameter optimization strategy performs across 

different intrusion detection scenarios. The datasets used in this study include UNSW-NB15, CIC-IDS2017, and NSL- 

KDD. 
 

Figure 3. Percentage of datasets used in the CNN-IDS approaches 

The UNSW-NB15 dataset was developed by the University of New South Wales (UNSW) in collaboration with the 

Australian Centre for Cyber Security (ACCS) and aims to provide a more modern and diverse alternative to existing NIDS 

datasets. It contains a range of network traffic features and introduces a variety of attack categories, making it particularly 

suitable for testing advanced intrusion detection systems. The dataset includes attack types such as fuzzers, backdoors, 

denial-of-service (DoS), exploits, reconnaissance, shellcode, and worms. This broad selection of attack types offers a 

comprehensive test for the proposed 1D-CNN model, providing valuable insights into the model’s ability to detect various 

contemporary attack patterns. All samples from the UNSW-NB15 dataset were utilized for the experiments in this study. 

The CIC-IDS2017 dataset, developed by the Canadian Institute for Cybersecurity (CIC), is one of the most 

comprehensive intrusion detection datasets available. It includes a wide range of attack scenarios, including brute force, 

Heartbleed, Botnet, DoS, DDoS, web attacks, and infiltration. This dataset provides labeled data for different types of 

network intrusions, which is extremely useful for training and testing machine learning-based models. The large and 

diverse set of features present in the CIC-IDS2017 dataset ensures that the model can be rigorously evaluated across a 

variety of intrusion types, making it an ideal choice for assessing the robustness of the hyperparameter optimization 
method. The entire dataset was employed in our experiments. 

The NSL-KDD dataset is a refined version of the widely used KDD Cup 1999 dataset, which was designed to address 

several issues with the original dataset, such as redundant and duplicate records. NSL-KDD contains a mixture of normal 

traffic and various forms of intrusions, divided into four categories: DoS (Denial-of-Service), R2L (remote-to-local 

access), U2R (unauthorized access to local superuser privileges), and Probe (network surveillance and probing). This 

dataset includes both packet header features and content features derived from the payloads of network packets, offering 

a rich source of data for detecting various types of intrusions. Given its refined structure, NSL-KDD is particularly 

valuable for testing the generalization ability of the proposed 1D-CNN model in detecting a range of network threats. 

The effectiveness of any machine learning model heavily depends on the quality of the data and the preprocessing 

steps applied. To ensure that the datasets are well-suited for training the proposed 1D-CNN, we performed extensive 

preprocessing on each of the datasets to clean and transform them into a format suitable for model training. 

The first step in preprocessing involved checking for missing values or any null entries in the datasets. Missing or 

incomplete data can significantly skew model training, so any rows containing null values, infinite values, or NaNs were 

removed. This step ensures that the model is trained on valid, complete data. 

We performed a correlation analysis to identify highly correlated features. Features with a correlation coefficient 

greater than 0.95 were excluded to reduce multicollinearity and ensure that each feature contributes unique information. 

This process is essential for improving model performance by eliminating redundancy. 

Feature engineering is a key step to enhance the model’s ability to make accurate predictions. In our study, we 

combined certain features to create new, more informative ones. For example, we combined the features "sbytes" and 

"dbytes" to generate a new feature, "network_bytes," which gives a more holistic view of the network traffic. Additionally, 

we excluded irrelevant features such as "srcip," "sport," "dstip," "dsport," and "attack_cat" as they did not provide value 

for the specific binary classification task. 
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To ensure that all features are on a similar scale, we applied standardization to the numerical features, transforming 

them to have a mean of 0 and a standard deviation of 1. This step prevents the model from being biased towards features 

with larger numerical values. For categorical variables like "proto," "service," and "state," we applied one-hot encoding 

to convert them into numerical values, which is necessary for machine learning algorithms to process categorical data 

effectively. This transformation resulted in a total of 197 features. 

To rigorously evaluate the performance of our model, we split each dataset into three subsets: training, validation, 

and testing. The data was split in a 70:10:20 ratio, ensuring that the model is trained on a large portion of the data while 

being validated and tested on unseen examples. This strategy helps prevent overfitting and ensures that the model 

generalizes well to new data. 

Each dataset required its own set of specific preprocessing steps. For the CIC-IDS2017 dataset, we transformed the 

"Label" column to binary values, with "BENIGN" mapped to 0 and all other entries mapped to 1, indicating different 

types of intrusions. Irrelevant features like “Bwd PSH Flags” and “Fwd Avg Bytes/Bulk” were removed, and duplicate 

entries were excluded. We also applied feature scaling and split the dataset into training, validation, and testing subsets. 

For the NSL-KDD dataset, we followed a similar approach, modifying the labels for binary classification and 

removing features like "num_outbound_cmds" that did not contribute valuable information. After one-hot encoding the 

categorical variables, we performed feature selection to keep only the most influential features. The dataset was then split 

and standardized as in the other datasets. 

These preprocessing steps were designed to ensure that the data fed into the 1D-CNN model is clean, relevant, and 

standardized, thereby maximizing the model’s potential for learning and improving its detection performance. The next 

section outlines the experiments conducted with these preprocessed datasets to evaluate the efficacy of the hyperparameter 

optimization strategy. 

 

5. EXPERIMENTS AND RESULTS 

The proposed GA-optimized 1D-CNN-based intrusion-detection model was implemented in Python using the Keras 

library, built on top of TensorFlow. All experiments were conducted in this environment to ensure flexibility and 

reproducibility. 

A. Evaluation Metrics 

To assess the performance of the proposed model, we used four key evaluation metrics: accuracy, precision, recall, 

and F1-score. These metrics provide a balanced view of model performance, especially for binary classification problems 

such as intrusion detection. 

1. Precision (P) measures how many of the predicted intrusions were actual attacks: 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 
  𝑇𝑃  

. 
𝑇𝑃+𝐹𝑃 

 
2. Recall (R) measures how many of the actual intrusions were correctly detected: 

 

𝑅𝑒𝑐𝑎𝑙𝑙 = 
𝑇𝑃  

. 
𝑇𝑃+𝐹𝑁 

 
3. F1-score is the harmonic mean of precision and recall, providing a balanced assessment of both: 

 

𝐹1 = 2 × 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

. 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙 

 
4. Accuracy (A) measures the overall correctness of the model: 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 
 𝑇𝑃+𝑇𝑁 

. 
𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁 

 
These metrics together help quantify how well the model detects attacks while minimizing false alarms and missed 

detections. 

B. Hyperparameter Optimization using Genetic Algorithm 

In our experimental setup, the Genetic Algorithm (GA) was initialized with a population size of 20 and set to evolve 

over 10 generations. The mutation rate was fixed at 0.1, and the crossover rate at 0.5. The GA begins by generating an 

initial population of candidate hyperparameter sets for the 1D-CNN. 

Each individual (i.e., a specific combination of hyperparameters) in the population was evaluated using a fitness 

function defined as the validation accuracy of the trained 1D-CNN. Based on their fitness scores, individuals with higher 
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performance were selected as parents for the next generation. The crossover operation produced offspring by mixing 

parent hyperparameters, while mutation introduced diversity by randomly altering certain hyperparameters within their 

valid ranges. The lowest-performing individuals were replaced by offspring, and this evolutionary process was repeated 

for 10 generations. 

After the GA converged, the best individual—representing the optimal hyperparameter set—was used to train the 

final model. The optimized hyperparameters are summarized in Table 1. 

 

 

 

Table 1. GA-based hyperparameter optimization results 

Hyperparameter Range UNSW-NB15 CIC-IDS2017 NSL-KDD 

Number of filters [16, 32, 64, 128, 256] 64, 128 64, 128 32, 64 

Kernel size [3, 5, 7, 9, 11] 5 9 9 

Pooling size (2, 6) 3 5 5 

Number of dense layers (1, 5) 2 2 1 

Neurons in dense layers [16, 32, 64, 128, 256] 128 256 128 

Dropout rate (0.1, 0.5) 0.277 0.114 0.253 

Learning rate (1×10⁻⁵, 1×10⁻²) 0.0035 0.0012 0.0005 

Batch size [16, 32, 64, 128, 256] 256 64 32 

Number of epochs (10, 100) 75 99 72 

After training and validation with these optimized hyperparameters, the final model was evaluated on the test sets of 

each dataset. The results are summarized in Table 2. 

Table 2. Comparison of the effectiveness of GA on various datasets 

Dataset Loss Accuracy 

UNSW-NB15 1.44 99.31% 

CIC-IDS2017 1.15 99.71% 

NSL-KDD 1.78 99.63% 
 

Figure 4. Model accuracy when using GA 

The accuracy and low loss values across all three datasets demonstrate the effectiveness of GA in optimizing 

hyperparameters for the 1D-CNN. Figures 4 and 5 illustrate the model’s training and validation accuracy and loss trends, 

respectively, confirming that the GA-optimized configuration achieves fast convergence and stable learning performance. 

Figure 5. Model loss when using GA 

In summary, the GA-based optimization significantly improved the detection accuracy and reduced training loss 

across all datasets, validating the algorithm’s robustness and its capability to efficiently explore the hyperparameter search 

space for complex intrusion detection tasks. 
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6. DISCUSSION 

A. Analysis of the Results of the GA-Based Model 

This section presents a detailed analysis of the results obtained using the Genetic Algorithm (GA) for hyperparameter 

optimization of the 1D-CNN-based intrusion-detection model. The primary goal of the GA was to identify the optimal set 

of hyperparameters that enhance the performance of the model across different benchmark datasets—UNSW-NB15, CIC- 

IDS2017, and NSL-KDD. 

The GA-optimized model consistently achieved excellent results on all three datasets, with accuracies of 99.31 % on 

UNSW-NB15, 99.71 % on CIC-IDS2017, and 99.63 % on NSL-KDD. The corresponding low loss values (1.44, 1.15, 

and 1.78, respectively) indicate efficient convergence and stable learning. These findings clearly demonstrate the GA’s 

capacity to fine-tune model hyperparameters effectively, thereby improving detection accuracy while maintaining low 

error rates. 
 

Figure 6. Confusion matrix using GA 

A deeper inspection of the confusion matrices (Figure 6) provides insights into the classification behavior of the GA- 

based model. On UNSW-NB15, the model accurately classifies 442,273 benign instances out of 444,831 and correctly 

identifies 62,092 intrusions, reflecting a high true-negative and true-positive rate. Similarly, on CIC-IDS2017, the model 

correctly recognizes 418,219 non-intrusive and 84,466 intrusive instances. On NSL-KDD, it identifies 12,359 intrusion 

cases accurately, confirming its robustness and adaptability across datasets. 

Table 3. Comparative analysis of our models with the existing CNN-based models 

Dataset Model Year Accuracy Precision Recall F1-Score 
 CNN [22] 2018 94.9 - - - 
 1D-CNN [23] 2019 91.2 87.53 96.17 91.59 

UNSW-NB15 CNN-IDS [24] 2021 91 - - - 
 BCNN [25] 2021 90.25 91 90 90.45 
 GA-1D-CNN 2023 99.31 99 98 98 
 CNN-MCL [26] 2020 99.46 99.76 99.15 99.46 

CIC-IDS2017 
CNN [27] 2022 99.41 - - - 

1D-CNN [28] 2022 98.68 99.2 98.94 98.96 
 GA-1D-CNN 2023 99.71 100 99 99 
 CNN [29] 2018 80.13 - - - 
 SMOTE-ENN [30] 2019 83.31 96.97 - - 
 CNN-1D [31] 2019 84.29 74.62 - - 
 Multi-CNN [32] 2019 86.95 89.56 87.25 88.41 
 IBWNIDM [33] 2019 95.36 95.55 - - 
 Improved CNN [34] 2019 99.23 - - - 

NSL-KDD 
IDS-CNN [35] 2020 97.7 - - - 

DMCNN [36] 2020 94.65 96.66 - - 
 CNN(AVG) [37] 2020 88.82 - - 90.67 
 AS-CNN [38] 2020 84.08 80 - - 
 BCNN-DFS [25] 2021 90.14 90 90 90 
 CNN [39] 2021 99 98 97 97 
 CNN-B [27] 2022 84.82 85.74 87.96 - 
 GA-1D-CNN 2023 99.63 99 99 99 

Overall, the GA-optimized 1D-CNN demonstrates remarkable sensitivity and specificity, achieving a delicate balance 

between detecting malicious activities and minimizing false alarms. The evolutionary search mechanism of GA— 

combining selection, crossover, and mutation—proves highly effective in exploring complex, nonlinear hyperparameter 
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spaces and avoiding local minima. This ensures consistent discovery of near-optimal solutions for diverse intrusion- 

detection tasks. 

B. Comparison with Existing Methods 

To assess the contribution of the proposed GA-optimized model, we compare its performance with previously 

reported CNN-based intrusion-detection systems. The results (Table 3) clearly show that the GA-1D-CNN surpasses 

conventional CNN architectures that rely on manually or heuristically selected hyperparameters. 

Existing studies often overlook the critical influence of hyperparameter tuning on model performance. By integrating 

a systematic evolutionary approach, our GA-based method overcomes this limitation and consistently achieves higher 

precision, recall, and F1-scores across all datasets. The fine-tuning process allows the CNN to automatically adapt its 

structure and learning dynamics to the intrinsic properties of each dataset, leading to enhanced generalization and 

detection accuracy. 

 

 

Table 4. Comparison of our models with hybrid CNN and ML IDS 

Dataset Model Year Accuracy Precision Recall F1-Score 
 SGM-CNN [40] 2020 98.82 99.74 - 95.53 
 OCNN-HMLSTM [6] 2021 96.33 100 95.87 98.13 
 CNN + LSTM [41] 2022 87.6 85.5 90.6 88 

UNSW-NB15 
ODODL-IDS [10] 2022 92.87 97.33 77.53 72.53 

CNN + LSTM [42] 2023 93.21 - - - 
 CNN-LSTM [43] 2023 96.99 95.45 - - 
 OHDNN + ECRF [44] 2023 98.3 97.5 96.7 97.1 
 GA-1D-CNN 2023 99.31 99 98 98 
 SDCNN [45] 2021 99.35 - - - 
 Tree-CNN [46] 2021 98 - - 98 

CIC-IDS2017 
ODODL-IDS [10] 2022 97.62 97.26 97.25 99 

CNN 1D + BLSTM [47] 2023 98 86 84 81 
 GAN-CNN-BiLSTM [48] 2023 96.32 96.55 95.38 96.04 
 GA-1D-CNN 2023 99.71 100 99 99 
 DCNN [4] 2018 85.22 97 - - 
 IFS-CNN-BG [49] 2020 98.24 95.44 - - 
 PSO-CCNN [50] 2021 98.71 - - - 
 OCNN-HMLSTM [6] 2021 90.67 86.71 95.19 91.46 
 CNN + LSTM [41] 2022 95.2 99.5 90.8 94.9 

NSL-KDD ODODL-IDS [10] 2022 89.09 95.38 99.65 78.44 
 CNN-LSTM [43] 2023 97.23 96.45 - - 
 OHDNN [44] 2023 97.17 97.32 97.02 95.92 
 TL-CNN-IDS [11] 2023 99.53 97.63 96.77 97.13 
 LSTM-CNN [5] 2023 97.8 93.71 96.19 95.46 
 GA-1D-CNN 2023 99.63 99 99 99 

Compared with hybrid CNN-ML intrusion-detection frameworks (Table 4), the GA-optimized model maintains 

competitive or superior results while preserving architectural simplicity. Rather than combining multiple models, the 

proposed approach achieves excellence through intelligent hyperparameter selection, highlighting the practical power of 

evolutionary optimization for IDS design. 

C. Strengths and Limitations 

The GA-based 1D-CNN approach offers several significant strengths: 

First, it demonstrates superior accuracy and reliability across multiple benchmark datasets, confirming its robustness 

and adaptability to varying network conditions and attack patterns. 

Second, it achieves high precision and recall, ensuring effective intrusion detection with minimal false positives and 

negatives—an essential characteristic for operational IDS deployment. 

Third, the systematic hyperparameter optimization using GA allows the model to discover the most efficient 

architecture and learning configuration without manual intervention. This reduces human bias and enhances 

reproducibility. 
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Despite these advantages, certain limitations exist. The GA introduces computational overhead due to its iterative 

nature and the need to train multiple models during optimization. Although this cost is offset by the performance gains, 

practical implementations may require parallelization or cloud-based computing resources. Additionally, as with most 

machine-learning systems, performance can be dataset-dependent, meaning that optimal hyperparameters for one network 

environment may not directly transfer to another. Lastly, class imbalance in IDS datasets remains a persistent challenge. 

While the GA-optimized model performs well under such conditions, integrating techniques like data resampling or cost- 

sensitive learning could further strengthen detection of minority attack classes. 

 

7. CONCLUSION 

This study presented a Genetic Algorithm-based framework for hyperparameter optimization in one-dimensional 

convolutional neural-network models for network intrusion detection. By systematically exploring the hyperparameter 

search space through evolutionary principles of selection, crossover, and mutation, the GA efficiently identified near- 

optimal configurations that significantly enhanced model performance across multiple benchmark datasets. 

The proposed GA-optimized 1D-CNN achieved outstanding accuracy, precision, recall, and F1-scores on the UNSW- 

NB15, CIC-IDS2017, and NSL-KDD datasets, outperforming conventional CNN-based intrusion-detection models that 

rely on manually tuned parameters. These results underscore the critical role of automated hyperparameter optimization 

in improving the reliability and robustness of deep-learning-based intrusion-detection systems. 

In addition to its high detection capability, the GA-optimized model demonstrated strong generalization and 

adaptability across diverse network environments and attack categories. This highlights its practical applicability in real- 

world cybersecurity contexts, where attack patterns and traffic distributions constantly evolve. 

Despite its effectiveness, the GA-based optimization approach introduces additional computational overhead due to 

iterative model training. Future work may address this limitation by incorporating parallel GA implementations or hybrid 

optimization strategies that combine GA with other search techniques to accelerate convergence. Furthermore, extending 

the model to multiclass classification and online learning scenarios could enhance its operational value in dynamic 

network settings. 

In summary, the research confirms that Genetic Algorithm-driven hyperparameter optimization offers a powerful and 

flexible solution for designing next-generation, high-performance intrusion-detection systems. By uniting the adaptability 

of evolutionary computation with the learning capacity of deep neural networks, this approach contributes a significant 

advancement toward more secure, intelligent, and resilient network-defense mechanisms. 
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